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PRIVACY LAW – ECUADOR 

1 PRIVACY	LAW	

1.1 How	is	privacy	regulated	in	Ecuador?		

Ecuador	does	not	have	a	Data	Protection	Law;	however,	 the	Constitution	recognizes	and	
guarantees	the	protection	of	personal	data,	establishing	that	the	authorization	of	the	data	
owner	is	necessary	for	any	collection,	filing	or	dissemination.	

In	addition	to	the	constitutional	regulations,	there	are	regulations	scattered	in	various	legal	
instruments	 that	 refer	 to	 the	 protection	 of	 personal	 data	 for	 specific	 issues,	 with	 some	
inconsistencies	 and	 without	 procedural	 rules,	 such	 as	 the	 Organic	 Telecommunications	
Law,	the	Monetary	and	Financial	Organic	Code	and	the	Public	Data	Registration	Law.	

Therefore,	 the	 absence	 of	 specific	 technical	 regulation	 on	 the	matter	 and	 the	 lack	 of	 an	
expedited	course	of	action	to	enforce	rights,	have	left	data	privacy	behind	in	Ecuador	with	
almost	an	un	existing	actual	protection	to	the	data	owner.	

However,	a	specific	Bill	for	the	protection	of	personal	data	was	presented	by	the	Executive	
Branch	to	the	National	Assembly	on	September	19,	2019	which	will	regulate	in	detail	this	
matter	 in	 a	 very	 similar	way	 to	 the	 GDPR	 in	 Europe.	 This	 Bill	may	 take	 several	months	
more	to	be	approved.	

1.2 What	 are	 the	key	 laws	 regulating	privacy?	Please	point	 out	national	 laws,	 local	 or	
state-specific	laws,	sector-specific	laws,	and	self-regulatory	frameworks,	with	special	
focus	on	adverting	aspects.		

The	laws	that	regulate	data	protection	in	Ecuador	and	are	relevant	here	are	the	following:		

(a) Constitution	of	the	Republic	of	Ecuador,	Articles	66(11),	(19),	(20)	and	92:		Article	
66	 recognizes	 and	 guarantees	 data	 protection.	 Article	 92	 determines	 that	 the	
authorization	of	 the	owner	of	 the	data	 is	necessary,	both	 in	order	 for	data	 to	be	
collected	and	to	be	disseminated.		

Problem:	The	Constitution	of	Ecuador	recognizes	the	protection	of	personal	data,	
without	 giving	 a	 specific	 definition,	which	 leaves	 it	 open	 to	 interpretation	 as	 to	
ownership	 of	 the	 right.	 In	 addition,	 no	 competent	 authority	 is	 established	 to	
regulate	or	supervise	compliance	with	the	few	existing	rules	on	protection	within	
the	 Ecuadorian	 legal	 system.	 This	 is	 left	 to	 a	 habeas	 data	 proceeding	 before	 a	
regular	judge,	which	is	not	usually	effective.	

(b) Organic	Law	of	Jurisdictional	Guarantees	and	Social	Control,	Articles	49	and	51:		In	
accordance	with	the	Constitution,	these	contemplates	the	habeas	data	proceeding.	

(c) Organic	 Law	 of	 Telecommunications,	 Articles	 22,	 24,	 78,	 80,	 81	 and	 82:	 	 These	
Articles	set	out	rules	on	the	rights	of	customers	using	telecommunication	services,	
the	 obligations	 of	 telecommunication	 service	 providers,	 the	 right	 to	 privacy	 and	
the	commercial	use	of	personal	data.		

(d) Organic	 Monetary	 and	 Financial	 Code,	 Articles	 352–360:	 	 These	 develop	 some	
scarce	regulation	on	the	protection	of	personal	information	of	users	of	the	national	
financial	system,	which	is	managed	by	the	financial	institutions	in	Ecuador.		

(e) Regulations	 for	 the	 Management	 of	 Confidential	 Information	 in	 the	 National	
Health	 System,	 Articles	 17,	 27	 and	 38:	 	 These	 contain	 some	 regulation	 on	 the	
matter;	however,	they	confuse	“confidential	information”	and	“sensitive	data”.	
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(f) Labour	Code,	Article	42(7):		This	imposes	an	obligation	on	employers	to	have	and	
update	their	workers’	data.		

(g) Organic	 Code	 of	 the	 Social	 Economy	 of	 Knowledge,	 Creativity,	 and	 Innovation,	
Articles	140	and	141,	General	Provisions	26	and	27:		These	address	personal	data	
from	an	intellectual	property	point	of	view,	stating	that	personal	data	is	not	part	of	
the	protectable	matter	of	databases.	

(h) Public	 Data	 Registration	 Law:	 	 This	 is	 not	 a	 personal	 data	 law,	 as	 it	 doesn’t	
interfere	with	private	databases.	It	does	not	define	personal	data	and	is	limited	to	
regulating	the	compilation	of	information	contained	in	the	different	public	offices.	

(i) Comprehensive	 Organic	 Criminal	 Code,	 Articles	 178	 and	 229:	 	 This	 typifies	
punishable	activities	regarding	illegal	database	disclosure	and	violation	of	privacy,	
however,	it	confuses	“confidential	information”	and	“intimacy	rights”.	

(j) Pronouncements	of	the	Constitutional	Court	of	Ecuador:	
(i) Sentence	No.	001-14-PJO;	
(ii) Sentence	No.	002-11-SIN-CC.	

(k) Bill	 for	 Personal	 Data	 Protection:	 	 This	 was	 presented	 to	 the	 Assembly	 in	
September	 2019;	 it	 clarifies	 the	 subject	 and	 all	 its	 concepts,	 becoming	 a	
comprehensive	regulation	with	international	standards.	

1.3 How	 is	 privacy	 law	 enforced?	 Please	 address	 both	 regulators	 and	 self-regulatory	
bodies.		

Since	Ecuador	does	not	have	a	 law	for	 the	protection	of	personal	data,	and	the	scattered	
regulations	 do	 not	 contemplate	 any	 specific	 proceedings,	 it	 is	 necessary	 to	 follow	 the	
provisions	of	the	Constitution,	which,	through	a	habeas	data	proceeding,	guarantee	access	
to	personal	data,	 through	which	 the	owner	of	 such	 information	may	 request	 for	 it	 to	be	
rectified,	deleted	or	updated,	or	simply	seek	access	to	it.		

The	Organic	Law	of	Jurisdictional	Guarantees	and	Constitutional	Control	states	that	habeas	
data	actions	must	be	filed	before	the	competent	judge	where	the	transgression	takes	place.	
Although	 it	 is	 not	 a	 complex	 proceeding,	 it	 is	 not	 simply	 an	 execution	 or	 compliance	
process,	and	may	require	a	public	hearing	and	the	presentation	of	evidence.	

The	 Bill	 for	 Personal	 Data	 Protection	 simplifies	 the	 situation	 and	 establishes	 a	 specific	
proceeding	 for	 this,	 which	 is	 handled	 through	 an	 administrative	 procedure	 before	 the	
Personal	Data	Protection	Authority	(which	has	yet	to	be	created).		

2 SCOPE	

2.1 Which	companies	are	subject	to	privacy	law	in	Ecuador?	

According	 to	 the	 Constitution,	 any	 entity,	 public	 or	 private,	 that	 handles	 information	 or	
personal	data	of	any	person,	is	subject	to	privacy	rules.		

2.2 Does	 privacy	 law	 in	 Ecuador	 apply	 to	 companies	 outside	 the	 country?	 If	 yes,	 are	
there	 specific	 obligations	 for	 companies	 outside	 the	 country	 (eg,	 requiring	 a	
company	representative	in	the	country)?	

Currently,	 in	 Ecuador,	 there	 is	 no	 specific	 rule	 about	 the	 scope	 of	 application	 of	 privacy	
laws;	however,	the	Bill	for	Personal	Data	Protection	will	establish	that	it	is	applicable	even	
when	data	processors	are	not	domiciled	in	Ecuador,	but	the	data	owners	are.	

144



PRIVACY LAW – ECUADOR 

In	addition,	the	Bill	provides	rules	regarding	data	transfer	to	other	countries	(international	
transfer)	in	both	the	public	and	private	sectors.	Companies	or	economic	groups	must	have	
binding	 corporate	 policies	 and	 regulations	 regarding	 data	 protection,	 which	 must	 be	
approved	by	the	Authority.	

3 PERSONAL	INFORMATION	

3.1 How	is	personal	information/personal	data	defined	in	Ecuador?	

Although,	 Ecuador	 has	 various	 piecemeal	 rules	 on	 data	 protection,	 it	 does	 not	 have	 a	
specific	 rule	 that	clearly	defines	what	 “personal	data”	 really	means	and	often	confuses	 it	
with	“confidential	information”	and	“intimacy	rights”.		

The	 Bill	 for	 Personal	 Data	 Protection,	 however,	 defines	 “personal	 data”	 as	 “data	 that	
identifies	 or	makes	 identifiable	 a	natural	 person,	 directly	 or	 indirectly,	 in	 the	present	or	
future”.	This	definition	includes	metadata	and	data	fragments.		

3.2 What	categories	of	personal	information/personal	data	are	considered	sensitive	(eg,	
children,	 biometric,	 health,	 video,	 geo-location,	 financial)?	 Are	 there	 specific	
obligations	around	sensitive	information?		

“Sensitive	data”	in	Ecuador	is	treated	in	general	by	the	Constitution	as	personal	data	that	
reveals	racial,	ethnic	or	religious	origin,	political	positions,	 trade	union	membership,	and	
data	 concerning	 health,	 sexual	 life	 or	 any	 other	 personal	 data	 that	 may	 cause	
discrimination	in	the	life	of	the	owner.	There	are	no	specific	obligations	regarding	sensitive	
information.	

The	 Bill	 defines	 “sensitive	 data”	 as	 data	 “related	 to	 ethnicity,	 gender	 identity,	 cultural	
identity,	 religion,	political	 affiliation,	 judicial	past,	 immigration	 status,	 sexual	orientation,	
health,	biometric	data,	genetic	data	and	those	whose	improper	processing	may	give	rise	to	
discrimination”.	 In	 addition,	 the	 Bill	 opens	 up	 the	 possibility	 that	 the	 Personal	 Data	
Protection	Authority	may	implement	other	categories	of	sensitive	data.		

3.3 What	are	the	key	privacy	principles	that	companies	need	to	 follow	regarding	their	
processing	 of	 personal	 information/personal	 data	 (eg,	 transparency,	 choice,	
purpose	limitation)?	

The	primary	source	of	the	principles	governing	data	privacy	are	set	out	in	Article	92	of	the	
Constitution	of	Ecuador,	which	contains	various	rights	for	data	owners,	which	companies	
must	respect	in	the	processing	of	information.		

Transparency:	 	All	persons	have	 the	constitutional	 right	 to	know	about	 the	existence	of	
any	data	about	them	that	is	being	held	in	both	public	and	private	companies,	as	well	as	its	
usage.	 This	 principle	 is	 based	 on	 the	 consent	 of	 the	 owner.	 One	 example	 of	 the	
transparency	principle	is	 in	Article	79	of	the	Telecommunications	Law,	which	establishes	
that,	in	the	event	of	a	particular	risk	of	a	breach	of	the	security	of	the	public	network	or	the	
telecommunications	 service,	 subscribers	must	 be	 informed	 and	 the	 necessary	measures	
must	be	taken	to	avoid	the	damage.		

Purpose	limitation:		For	example,	Article	82	of	the	Telecommunications	Law	determines	
that	 companies	 that	 provide	 telecommunications	 services	may	 not	 use	 personal	 data	 of	
customers	without	prior	express	consent,	which	should	specify	what	data	and	information	
may	be	used	and	for	how	long	and	for	what	purpose.		
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Security:		Article	74	of	Telecommunications	Law	establishes	a	series	of	technical	security	
and	invulnerability	measures	that	companies	must	follow	for	the	use	of	personal	data	and	
information.	The	main	objective	of	this	is	to	preserve	the	right	to	privacy	mentioned	in	the	
Constitution.	 Similarly,	 Article	 80	 establishes	 the	 obligation	 on	 telecommunication	
companies	to	implement	internal	procedures	to	deal	with	requests	for	access	to	personal	
data	 and	 the	 supervision	 and	 control	 thereof,	 following	 the	provisions	of	 the	Agency	 for	
Regulation	and	Control	of	Telecommunications.		

4 ROLES		

4.1 Does	 privacy	 law	 assign	 different	 roles	 to	 companies	 based	 on	 how	 they	 process	
personal	information/personal	data	(eg,	controller	versus	processor)?	If	so,	how	do	
these	roles	affect	obligations	and	contractual	requirements?	

As	mentioned	before,	 at	 this	 time	 there	 is	 no	Privacy	 Law	 that	 specifically	 regulates	 the	
roles	of	companies	with	respect	to	personal	information/personal	data.		

However,	 in	 the	Bill	 currently	being	discussed	by	 the	Assembly,	 roles	are	established	 for	
both,	those	in	charge	and	those	responsible	for	the	processing	and	protection	of	personal	
data	affecting	their	obligations,	for	instance:	

(a) Obligations	 of	 data	 controllers:	 Article	 71	 of	 the	 Bill	 establishes	 a	 series	 of	
obligations	 that	 the	 data	 controller	 will	 have	 to	 comply	 with,	 ranging	 from	
technical	 requirements	 to	 the	 need	 to	 sign	 confidentiality	 contracts	 and	
permanent	updating	and	registration.		

(b) Obligations	of	Obligations	of	data	processors:	Article	72	of	the	Bill	contains	the	
roles	 of	 the	 data	 processor,	which	 relate	mainly	 to	 the	 security	measures	 to	 be	
implemented.	

5 OBLIGATIONS	

5.1 Please	summarize	the	key	obligations	required	by	privacy	law,	with	special	focus	on	
advertising	(eg,	posting	a	privacy	policy,	keeping	records	of	processing	operations,	
appointing	 a	 privacy	 officer,	 registering	 with	 a	 privacy	 authority,	 conducting	 risk	
impact	assessments).		

At	present,	 there	 is	no	Privacy	Law	 that	 specifically	 regulates	 the	key	obligations	with	 a	
focus	on	advertising,	but,	 throughout	the	Bill,	obligations	are	 imposed	on	the	handling	of	
data,	specifying	that	use	is	limited	by	the	consent	of	the	owners.	Without	the	consent	of	the	
data	owner,	information	cannot	be	treated,	used	or	transferred.		

Under	the	Bill,	the	obligations	imposed	on	the	controllers	and	processors	include,	amongst	
others,	 posting	 a	 privacy	 policy,	 keeping	 records	 of	 processing	 operations,	 appointing	 a	
privacy	officer,	and	registering	with	a	privacy	authority.	

6 DATA	SECURITY	AND	BREACH	

6.1 How	 is	 data	 security	 regulated	 in	 Ecuador?	 Is	 there	 a	 minimum	 standard	 for	
securing	 data?	 If	 so,	 are	 there	 any	 resources	 to	 help	 companies	 address	 this	
standard?	

As	 stated	 above,	 data	 security	 regulations	 are	 dispersed	 within	 the	 Ecuadorian	 legal	
system.		
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Some	of	the	standards	that	contain	minimum	regulatory	parameters	are:		

(a) Paragraph	19	of	Article	66	of	the	Constitution	(in	force	since	2008)	stipulates	the	
right	to	the	protection	of	personal	data.	However,	it	is	not	yet	regulated,	as	in	two	
other	countries	in	the	region:	Venezuela	and	Bolivia.		

(b) Article	 229	 of	 the	 Comprehensive	 Organic	 Criminal	 Code	 punishes	 with	 one	 to	
three	 years	 of	 prison	 anyone	 who	 discloses	 data	 that	 “violates	 the	 secrecy,	
intimacy,	 and	 privacy	 of	 individuals”.	 If	 the	 person	 is	 a	 public	 servant	 or	 bank	
employee,	the	penalty	is	three	to	five	years.		

(c) Article	 360	 of	 the	 Organic	 Monetary	 and	 Financial	 Code	 prohibits	 the	
commercialization	 of	 credit	 references.	 The	 Superintendence	 of	 Banks	 has	 until	
September	to	assume	the	management	of	these	records.	

6.2 How	 are	 data	 breaches	 regulated	 in	 Ecuador?	 What	 are	 the	 requirements	 for	
responding	to	data	breaches?	

Currently,	 in	Ecuador,	 there	 is	no	clear	and	specific	procedure	for	responding	to	security	
breaches.	 In	principle,	 an	 investigation	of	 the	 facts	 is	 initiated	by	 the	Attorney	General’s	
Office	and,	subsequently,	 the	possible	actions	 to	be	presented	are	analyzed	 following	 the	
criminal	proceedings	and	regulations	established	at	the	time.		

On	September	16,	2019,	Ecuador	was	the	victim	of	a	massive	exposure	of	private	data	of	
more	 than	 20	 million	 of	 its	 citizens	 by	 a	 company	 called	 Novaestrat,	 which	 led	 to	
questioning	and	evaluating	the	actions	being	taken	to	protect	this	type	of	information.		

In	 the	 case	 of	 Novaestrat,	 the	 damage	 was	 caused	 by	 a	 security	 incident	 due	 to	 a	 bad	
configuration	 of	 a	 database.	 It	 is	 important	 that	 companies	 not	 only	 dedicate	 time	 and	
resources	 to	 the	 technological	 aspects	 of	 security,	 such	 as	 encryption	 solutions	 or	
prevention	 of	 information	 leaks,	 but	 also	 to	 the	 development	 of	 processes	 and	 security	
policies	 that	 include	 appropriate	 controls	 and	 contribute	 to	 the	 proper	 management	 of	
security.		

This	 case	 was	 the	 catalyst	 for	 the	 Bill	 for	 Personal	 Data	 Protection	 to	 be	 sent	 to	 the	
Assembly	for	approval.		

7 INDIVIDUAL	RIGHTS	

7.1 What	 privacy	 rights	 do	 individuals	 have	 with	 respect	 to	 their	 personal	
information/personal	data?	

The	 Ecuadorian	 legal	 system,	 specifically	 the	 Constitution,	 states	 that	 persons	 have	 the	
right	to	know	of	the	existence	of	and	have	access	to	their	data	held	by	public	and	private	
entities.	Also,	it	grants	citizens	the	right	to	know	the	use,	purpose,	origin,	and	destination	
of	their	information,	plus	the	duration	of	the	file	or	data	bank,	the	rectification	of	data	and	
the	 requirement	 of	 authorization	 of	 any	 data	 transfer.	 Personal	 data	 protection	 is	 a	
Constitutional	right;	and	so	use	of	personal	data	must	respect	the	owners’	honor	and	full	
enjoyment	of	their	rights.		

The	Telecommunications	Law	determines	 that	providers	of	 telecommunications	 services	
must	adopt	appropriate	 technical	and	management	measures	 to	preserve	 the	security	of	
their	network	in	order	to	ensure	the	protection	of	personal	data.	It	also	grants	to	the	data	
owner	the	right	of	access	to	such	data	without	cost,	to	update	his/her	own	data,	as	well	as	
request	its	elimination	or	annulment.		
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If	the	constitutional	rights	of	data	owners	are	not	respected,	those	affected	may	file	habeas	
data	actions,	in	accordance,	with	Article	50	of	the	Organic	Law	of	Jurisdictional	Guarantees	
and	Constitutional	Control.	

8 MARKETING	AND	ONLINE	ADVERTISING	

8.1 How	are	marketing	communications	(eg,	emails,	texts,	push	notifications)	regulated	
from	a	privacy	perspective?	

Currently,	Ecuador	does	not	have	a	specific	law	regulating	marketing	communications,	but	
it	 is	 expected	 that	 once	 the	 Bill	 for	 Personal	 Data	 Protection	 is	 approved,	 a	 specific	
regulation	on	this	matter	will	be	developed	by	the	Personal	Data	Authority.	

8.2 How	is	the	use	of	 tracking	technologies	(eg,	cookies,	pixels,	sdks)	regulated	from	a	
privacy	perspective?		

As	 stated	 above,	 this	 is	 not	 currently	 regulated	 Ecuador	 but	 a	 specific	 regulation	 is	
expected	 to	 be	 developed	when	 the	Bill	 on	Personal	Data	Protection	 is	 approved	by	 the	
Assembly.	

8.3 How	 is	 targeted	 advertising	 and	 behavioral	 advertising	 regulated	 from	 a	 privacy	
perspective?	

There	is	no	current	regulation	on	the	matter.	

8.4 What	type	of	notice	and	consent	do	advertisers	need	to	share	data	with	third	parties	
for	customer	matching	(eg,	Facebook	custom	audiences	or	via	LiveRamp)	?		

The	only	clear	limit	that	has	been	defined	in	the	Ecuadorian	legal	system	on	personal	data	
is	 the	consent	of	 the	owner	 for	 collection,	use	and	 transfer	of	personal	data.	This	means	
that,	 currently,	 advertisers	 require	 express	 authorization	 to	 share	 a	 person’s	 data	 for	
customer	matching.	

However,	 the	Bill	 is	more	permissive,	as	 it	 states	exceptions	 from	the	need	 to	obtain	 the	
owner’s	 consent	 for	 transferring	 data,	 such	 as	 when	 the	 data	 has	 been	 collected	 from	
sources	 accessible	 to	 the	 public,	 or	 when	 the	 data	 treatment	 corresponds	 to	 the	 legal	
relationship	between	the	data	owner	and	the	data	controller.	

8.5 Are	there	specific	privacy	rules	governing	data	brokers?	

There	is	no	current	regulation	on	the	matter.	

8.6 How	is	social	media	regulated	from	a	privacy	perspective?	

There	 is	 no	 current	 regulation	 on	 the	 matter;	 all	 provisions	 focus	 more	 on	 the	
constitutional	right	of	intimacy	of	the	person.	

8.7 How	are	loyalty	programs	and	promotions	regulated	from	a	privacy	perspective?	

There	is	no	current	specific	regulation	on	the	matter.	However,	it	is	not	possible	to	collect,	
use,	process	or	transfer	any	personal	data	for	any	purpose	without	the	authorization	of	the	
owner.	
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9 DATA	TRANSFER	

9.1 Are	there	any	requirements	or	restrictions	concerning	data	transfer	(eg,	restrictions	
on	transferring	data	outside	the	country	or	between	group	companies)?	

Currently,	 any	data	 transfer	 requires	 the	express	 consent	of	 the	owner,	 according	 to	 the	
Constitution.	Hence,	the	first	restriction	is	the	consent	of	the	owner,	which	must	given	be	
prior	 to	 transfer	 and	 expressly	 specify	 the	 information	 that	 is	 being	 authorized	 to	 be	
transferred.	

However,	in	Article	48	of	the	Bill,	exceptions	are	set	out	when	the	consent	of	the	holder	for	
the	transfer	or	communication	of	personal	data	will	not	be	required.	These	include,	among	
others:	

(a) when	the	data	has	been	collected	from	sources	accessible	to	the	public,		

(b) when	personal	data	must	be	provided	 to	an	administrative	or	 judicial	 authority,	
and	

(c) personal	data	related	to	health	necessary	to	solve	an	emergency.	

9.2 Are	there	any	other	issues	companies	need	to	consider	when	transferring	data	(eg,	
privilege	issues	when	transferring	data	between	group	companies)?		

The	main	consideration	for	companies	is	consent	of	the	data	owners.	In	addition,	the	Bill	
establishes	that	the	processing	of	personal	data	that	is	carried	out	by	third	parties	must	be	
regulated	 by	 contract,	 that	 clearly	 and	 precisely	 establishes	 that	 the	 data	 processor	will	
treat	 the	personal	data	according	 to	 the	 instructions	of	 the	data	controller	and	 that	data	
will	not	be	used	for	purposes	other	than	those	stated	in	the	contract.	

10 VIOLATIONS	

10.1 What	 are	 the	 potential	 penalties	 or	 sanctions	 for	 violations	 of	 privacy	 or	 data	
security	law?		

As	mentioned	above,	there	is	no	specific	law	in	Ecuador	that	provides	sanctions	in	cases	of	
violation	 of	 the	 information	 and	 personal	 data	 of	 citizens.	 However,	 at	 present,	 the	
Comprehensive	Organic	Criminal	Code	establishes	the	following:		

“Article	178	—	Violation	of	privacy	-	Any	person	who,	without	the	legal	consent	
or	 authorization,	 accesses,	 intercepts,	 examines,	 retains,	 records,	 reproduces,	
disseminates	 or	 publishes	 personal	 data,	 text,	 voice,	 audio	 and	 video	messages,	
postal	 objects,	 information	 contained	 in	 computer	media,	 private	or	 confidential	
communications	 of	 another	person	by	 any	means	 shall	 be	 subject	 to	 a	 custodial	
sentence	of	one	to	three	years...”	

“Article	 229	—	 Illegal	 disclosure	 of	 database	 -	 Any	 person	who,	 for	 his	 own	
benefit	or	that	of	a	third	party,	discloses	registered	information	contained	in	files,	
archives,	 databases	 or	 similar	 media,	 through	 or	 directed	 to	 an	 electronic,	
computer,	telematics	or	telecommunications	system;	voluntarily	and	intentionally	
materializing	the	violation	of	the	secrecy,	intimacy	and	privacy	of	persons,	shall	be	
punished	with	a	custodial	sentence	of	one	to	three	years...”	

Also,	 there	 is	 limited	 case	 law	 of	 damages	 awards	 based	 on	 habeas	 data	 resolutions	 if	
actual	harm	to	the	data	owner	is	demonstrated.	
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10.2 Do	individuals	have	a	private	right	of	action?	What	are	the	potential	remedies?	

In	 accordance	 with	 the	 Constitution	 of	 Ecuador	 and	 the	 Organic	 Law	 of	 Jurisdictional	
Guarantees	and	Constitutional	Control,	 the	owners	of	 information	and	personal	data	that	
have	been	affected	may	 file	a	habeas	data	action	on	their	own	rights	 the	same	regarding	
the	couple	of	criminal	regulations	on	the	matter.	

11 MISCELLANEOUS	

11.1 Are	 there	 any	 rules	 that	 are	 particular	 to	 the	 culture	 of	 Ecuador	 which	 affect	
privacy?	

There	are	no	specific	rules	yet.	

11.2 Are	there	any	hot	topics	or	laws	on	the	horizon	that	companies	need	to	know?		

The	 Bill	 for	 Personal	 Data	 Protection,	 as	 mentioned	 before,	 should	 be	 approved	 by	 the	
Assembly	in	the	following	months	and	will	establish	a	complete	and	highly	regulated	legal	
frame	for	data	processing.	

11.3 Is	 there	any	other	 information	not	covered	 in	 this	chapter	 that	companies	need	 to	
know,	 including	 general	 advice	 or	 cautions	 around	 processing	 personal	
information/personal	data	in	Ecuador?		

Not	at	this	time.	

12 OPINION	QUESTIONS	

12.1 What	changes	in	the	privacy	landscape	have	you	observed	over	the	past	few	years?	
In	your	opinion,	what	propelled/triggered	these	changes?	

Data	 protection	 is	 a	 very	 new	 topic	 for	 Ecuador;	 it	 gained	 some	 relevance	when	 it	 was	
included	in	the	Constitution	of	2008;	however,	it	was	never	properly	regulated.	The	lack	of	
a	 specialized	 Law	 that	 clarifies	 the	 ambiguities	 in	 the	 dispersed	 laws	 and	 fills	 the	 legal	
voids	is	the	main	reason	that	led	the	proposed	Bill	in	2019.	

Nevertheless,	 the	massive	data	breaches	which	have	been	publicly	reported	demonstrate	
how	carelessly	data	processing	is	being	handled	in	the	country	and	reveal	the	weakness	of	
our	 security	 systems,	 and	 are	 the	main	 trigger	 for	 the	Bill	 to	 be	 finally	presented	 to	 the	
Assembly.	

My	personal	 opinion	 is	 that	 this	 law	 is	needed	 in	Ecuador	now	with	more	urgency	 than	
ever	 before.	 Perhaps	 the	 Bill	 presented	 to	 the	 Assembly	 could	 be	 deemed	 a	 little	 over-
regulatory;	 however,	 this	 is	 necessary	 for	 a	 country	 in	 which	 we	 have	 been	 absolutely	
unprotected.		

12.2 What	do	you	envision	the	privacy	landscape	will	look	like	in	5	years?	

I	 believe	 that	 the	 Bill	 is	 a	 response	 to	 the	 lot	 of	 legal	 gaps	 that	 exist	 in	 Ecuador	 on	 the	
processing	 of	 personal	 data.	 If	 the	 Bill	 is	 accepted	 and,	 subsequently,	 the	 creation	 of	 a	
Regulation	of	 the	Law	of	Protection	of	Personal	Data	 is	considered,	 the	panorama	 in	 five	
years	in	Ecuador	will	be	different.	That	is,	the	answers	to	data	protection	problems	will	be	
agile,	clear	and	fast.	The	security	measures	for	data	protection	will	be	effective,	and,	above	
all,	 there	 will	 be	 clear	 limits	 on	 the	 use	 and	 processing	 of	 personal	 information.	 The	
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country	by	then	will	most	likely	have	a	“formal”	control	of	data	processing	and	protection	
of	privacy	rights,	which,	of	course,	will	still	be	imperfect	due	to	the	lack	of	experience	of	the	
Authority	 (to	be	created)	and	 the	compliance	 timeframes	 that	will	have	 to	be	granted	 to	
the	companies.	

12.3 What	 are	 some	 of	 the	 challenges	 companies	 face	 due	 to	 the	 changing	 privacy	
landscape?		

If	the	Bill	is	approved,	the	establishment	of	responsibilities	and	roles	(data	controllers	and	
delegates)	for	processing	personal	data	will	definitely	represent	challenges	for	companies.	
This	 because,	 as	 there	 is	 a	 specific	 rule	 that	 regulates	 the	 responsibilities	 of	 each	 of	 the	
subjects	involved,	it	means	that	companies	will	have	to	use	more	resources	to	comply	with	
these	 legal	 requirements,	 which	 they	 are	 not	 used	 to.	 Likewise,	 investment	 in	 better	
developed	 terms	and	conditions	of	use,	 security	measures	and	registration	of	data	bases	
will	be	new	challenges	for	companies	in	Ecuador.	
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